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1 Protect data with the Secure Pro ULTRA USB

The Secure Pro ULTRA USB is a secure USB drive that enables you to access a
password-protected data storage area. This ASBE-encrypted data storage area secures
your sensitive data from unauthorized access, using the MerlinSafe program.

The USB “root directory” is the first, or top-most, directory in the file folder hierarchy.
From the root directory, you can launch a program to create or enter your MerlinSafe
password, and then access a secure area called a Secure Folder. When you drag files
into the Secure Folder, from the program interface, these files are automatically
protected with ASBE encryption. The ABE-encrypted files receive an appended file
extension .ASBE to provide visual confirmation of encryption.

Top-most folder in

Lo Contains the MerlinSafe With successful
the file directory
USB hierarchy and program for user Password entry, a
Root Directory includesyall sub authentication and ASBE file user authenticates to
encryption the Secure Folder

folders

Protected area to

ASBE-encrypt, Authenticated users can safely ~ Secure Folder

ASBE-encrypt, decrypt, provides superior data
Secure Folder decryp_t from, and securely delete, or store files protection with ASBE
store files, folders, ;
and folders encryption

and programs

2 System
2.1 Requirements

Pentium CPU

Operating Systems: Windows 10, Windows 8, Windows 8.1, Windows 7, Windows
Server 2012, or Windows Server 2008.

Access to your host computer drives
Available USB port

The Secure Pro ULTRA USB does not require administrative rights.
Host system must support mass USB storage.

2.2 Recommendations

Graphic accelerator that supports 24-bit color depth for best quality graphics

©2016 MerlinCryption LLC. All rights reserved. 2
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3 Authenticate to the Secure Folder

To protect your data, we recommend that you create your password to the Secure
Folder right away, so you can begin to use the Secure Pro ULTRA USB to protect your
valuable data.

3.1 Launch the MerlinSafe program

Plug-in the Secure Pro ULTRA USB
Insert the Secure Pro ULTRA USB into an available USB port.

Access the Secure Pro ULTRA USB root directory

The Windows Explorer window opens automatically to the “root directory” of the
VERBATIM flash drive and all its sub folders. The VERBATIM flash drive root directory
displays the MerlinSafe programs:

= Windows MerlinSafe.exe, and

= afolder: MerlinSafe_ MAC.app, contains the Macintosh MerlinSafe program.

The MerlinSafe Quick Start Guide for Windows, QuickStartGuide_Windows.pdf, is a
fast-track start to help you begin to use MerlinSafe to protect your personal and financial
data.

The doc folder contains the MerlinSafe User Guide for Windows, a visual walkthrough
of the steps and tips for using MerlinSafe.

_Igjx]|  The VERBATIM USE window

~rS | : : displays the root directory
( JU ) |= ~ Computer v VERBATIM (E:) ¥ v )| searc.. !;3‘ that contains:
| Fle Edt View Tools Help

®  MerlinSafe programs for

Organize ¥  Sharewith ¥  Burn  New folder = o Wl 7. Windows and
& Computer Al Name | Macintosh,
& 05(C) S " MerlinSafe Quick Start
: © MerlinSafe.exe .
& DVD RW Drive (D:) Guides, and
—_ VERBATIM (E:) doc 4— i .
| doc | MerinSafe_MAC.app a doc folder that

includes the MerlinSafe

| MerlinSafe_MAC.app ] QuickStartGuide_Mac.pdf User Guides.
‘\VJ McAfee Vaults = QuickStartGuide_ Windows.pdf
G Network
E51 Control Panel
[ All Control Panel Ttems v | | | | |

If this window was previously closed, go to the taskbar, click to open the Start menu, and
then double-click Computer (or My Computer). In the Windows Explorer (or File

Explorer) window, double-click to open the drive letter assigned to your VERBATIM USB,
“the removable USB drive.” The root directory appears in the Windows Explorer window.

©2016 MerlinCryption LLC. All rights reserved. 3
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Open MerlinSafe.exe
1) In the root directory, double-click MerlinSafe.exe to open the program.

_ o]
() = + computer v veraaM (£) ¥ - @[ searc.. P2
| Fle Edt View Tools Help

Organize ¥  Sharewith ¥  Burn  New folder =~ (1 B
g7 v 2] ame | Double-click
2 OS (C: -
- s z 5 © MerlinSafe.exe H MerlinSafe.exe to
& DVD RW Drive (D:) open the program
— VERBATIM (E:) I doc :
| doc | MeriinSafe_MAC.app
| MerinSafe_MAC.app ] QuickStartGuide_Mac.pdf
U Mcafee Vaults 3

| QuickStartGuide_ Windows.pdf
& Network

5 Control Panel

2) The Enter Password window displays.

e

File Help Contact

Click on a Sequence of Keys to Create the Password

Your Password Needs a

Special Character Number lowercase Letter  UPPERCASE Letter  Length Between
I#s... 123... abc... ABC... 9 and 127
pa rd length is 0
2 rj@| 2| $|%| ™| & * ( ) _| +
0 1 23| 4| 56| 78] 9 = = ' { ¥ I
a|bfc|dle| flagf|h|] i |F k|l {m][]1]\

For added security, there is a Secure Folder on the Secure Pro ULTRA USB.

In the Enter Password window, you can create a unique password, which is
your authentication to the Secure Folder. After you successfully enter your
password, the Secure Folder opens. Within the protection of the Secure Folder,
you can encrypt, organize, and store your important ASBE-encrypted files.

©2016 MerlinCryption LLC. All rights reserved. 4
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3.2 Create a password

Locate the Help menu

The Help menu shows you the steps to create a password. Click the Help menu, and

then click Create a Password.

. ® Enter Password - MerfinSafe =15 x|
Click Help b Help Contact
Click on a Sequence of Keys to Create the Password
Your Password Needs a
Special Character Number lowercase Letter  UPPERCASE Letter Length Between
1@48... 123... abc... ABC... 9 and 127
ngth
i © Enter Password - MeriinSafe T =lo]x|
CIICk ile Help Contact
Create a 4 Create a Password
Password. Encrypt files and folders ~ »
Decrypt files and folders  » Juence of Keys to Create the Password
Delete securely
Rename a folder Needs a
Create a folder Number lowercase Letter = UPPERCASE Letter Length Between
1230 abc... 9 and 127
Move files and folders -
Reset password
About MerlinSafe password length is 0
Locate password rules
As you begin to create a password, the password requirements are conveniently
displayed in the Enter Password window. This is a quick reference for you.
© Enter Password - MerfinSafe == x|
File Help Contact
Click on a Sequence of Keys to Create the Password
Password rules r s
display in the Your word Needs a
Special Character Number lowercase Letter = UPPERCASE Letter Length Between
Enter 1@£$... 123... abc... ABC... 9 and 127
Password
window. LR
e — *v(v)vf -
G| || G G R | S R
allbfc|d|fe|] f|[g]|h i j k I m| [ ] \
n (] p q r s t u ' w X y z
A|B| C)|D E F G H I ] K LIIM| < > ?
NSO RO QA ERAESUL T || O | V|| WX Y| 2 /
Space
©2016 MerlinCryption LLC. All rights reserved. 5
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A password to the Secure Folder requires:

e Minimum length is 9 characters. “Spaces” count as

e Maximum length is 127 characters. Tip _?_haract?rs in a password.
e At least one: o create one or more

o “space” characters in your
* Digit: [0-9] password, use your mouse

*  Upper case letter: [A-Z]
* Space or special characters: "#3%"& ()*+,-./:;;<=>?@[\]~_"{|}

@ Enter Password - MerfinSafe =12l x]
File Help Contact

Click on a Sequence of Keys to Create the Password

As you click to I Your Password Needs a
create your new Special Character Numbe lowercase Letter ~ UPPERCASE Letter  Length Between
123 abc... ABC... 9 and 127

password, when

“a password o

requirement is assword length is 2

completed,” its ~l Tl #] $|% A& =1 CHYN_1+

text color 0| 1|2(3(|4|5|6|7(8|®9 = ol 210

changes (from - = = - o 7] e e e R A R

black) to green. a|bc|djeff|gfhfi]ikjt|mlfdf\,
nflollpllallr|'s| t]ulv]wl|x z .

Use your mouse to click the individual keys on the “virtual keyboard” as you create a

password. For your protection, to defeat the key logger type of malware, the “physical
keyboard” on your computer is ignored. You must use the “virtual keyboard” to create
your password.

W Enter Password - MerfinSafe — =] x|
File Help Contact

In the Create

Password
Click on a Sequence of Keys to Create the Password Wi ndow, use your
Your Password Needs a mouse to click
Special Character Numbe lowercase Letter  UPPERCASE Letter  Length Between keys on the
@#s... 123... abc... ABC... 9 and 127 “Virtua| keyboard,"
e as you create your
i i password.
~lrlel#] sl Alal=|clal_f+]"
ofvfz2faf4fs5(laf7z(lafoaf-[=["[<[]1 4—-‘ To protect you
alblclalelela|ln] s folm|fr]1]nr against key logger

hack attacks, you
CANNOT create
el B[S S || A | | S el N your password by

N||O|[P|Q|R|[S|TJ|U|VI|IWI|X|Y[|Z] .|.]|]/ usingthe
Space (physical)
computer.

©2016 MerlinCryption LLC. All rights reserved. 6
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Unique virtual keyboard

For increased security, the layout of the MerlinSafe “virtual keyboard” is purposely
different than the layout of a physical computer keyboard. MerlinSafe’s virtual keyboard
facilitates the use of stronger, more secure passwords while making them easier to
remember. Simply click to create your password using a familiar “pattern” on the virtual
keyboard, so you can easily remember it.

Locate the password length indicator

As you click keys on the “virtual keyboard” to create your new password, a password
length indicator shows you the length of your password, as you create it.

RETT
File Help Contact A paSSWOFd

length
indicator
Click on a Sequence of Keys to Create the Password displays the

length of
Your Password Needs a your

pecial Character Number lowercase Letter UPPERCASE Letter Length Between paSSWO rd , as

123 abc... ABC... 9 and 127
you create
your

sssword length is 2 4: — password.

Fulfill minimum-strength requirements

1) When you finish clicking the specific keys on the “virtual keyboard” to create
your password, and the minimum-strength requirements have been met, click
Create Password.

==l x]

File Help Contact

Click on a Sequence of Keys to Create the Password

Your password meets the minimum strength requirements

Special Character Numbe lowercase Letter UPPERCASE Letter Length Betwear
D#s. ezl abc... ABC...

LA L LA L]

~lrlel#]slw|~lal=]c]) +
0 1 2 3 4 5 6 7 8 9 = {11
a|lb|lc|d|e| flg]|h i j k I | m| [ ] \

;i 4 Click Create
;I Password.

©2016 MerlinCryption LLC. All rights reserved. 7
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2) To reenter your password, click the specific keys on the “virtual keyboard.”
Then, click the Confirm Password button, to authenticate to the Secure
Folder.

15|

File Help Contact

Re-enter to Confirm Password

Your password meets the minimum strength requirements

Special Character Number lowercase Letter UPPERCASE Letter ength Between
@#s... 123... abc.. ABC... 9and 127

LLLLLLE L]

~lr el ®] slw|Allalscl)l_|+
0| 1) 23| 4]5(|6]7(®8]®9 = {1} |
a b ¢ d| e f g h i j k I | m [ 1 Y\

N 0 P Q R S T U v W X Y Z !
Space Click
(] Gd  Confirm

Password.

Re-enter to confirm password

) The Create Password button, and the Confirm Password button, display as
Tip you set up a password. These buttons only show when no other password was
previously established.

3) When you receive the message: “Important! If you forget or lose your
password you will not be able to access encrypted files. Do not store
passwords on your computer or within emails which may be subject to
discovery or interception,” click OK.

x

\i') Important!

If you forget or lose your password you will not
be able to access encrypted files.

Do not store passwords on your computer or
within emails which may be subject to
discovery or interception.

OK F Click OK.

©2016 MerlinCryption LLC. All rights reserved. 8
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The MerlinSafe Encrypt Files and Folders window

In the Encrypt Files and Folders window, the unprotected files on your computer,
display in the left panel. Your protected files, which are encrypted with ASBE on the
USB, display in the Secure Folder in the right panel.

Not protected ASBE-encrypted
E RETET
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop
Name - Size =l Name ~ Size
* | Contracts
% Client 425 Contract.doc 191 KB
* Client 1255 Contract.docx 19 KB
. WIF Client Guide.docx 1.5MB
~ | Finances
* | Bank Statements
~ | Health Records
* | Authorization Forms
» | Lab Reports
~ | Taxes
. 5-year-financial-plan.xisx 149 KB
%! Cash Donations balance-sheet.x... 45 KB
£ Tax Write-Offs PL-statement.xlsx 53 KB
~ 1 YTD Projects

Client Project 7A
Client Project 16-A
Client Project 58
Client Project JKA-46

rag Right to Encrypt Files and Folders Drag Left to Decrypt Files and Folders
Exit
USB Drive E: 7572 MB free of 7636 MB total

Computer USB Secure Folder

Getting started with MerlinSafe is complete:

v’ Create a password.

Tip Remember your password.
(Store a copy of it in a safe place, not on your computer).

©2016 MerlinCryption LLC. All rights reserved. 9
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4 Secure files and folders

To manage the data between your computer and the Secure Folder, you can easily
ASBE-encrypt and decrypt your important files and folders, with a drag and drop or a
simple right-click.

ASBE-Encrypt or Decrypt Data

Drag and Drop

I}
3

Right-click
Not Protected ASBE-Encrypted

@ Encrypt Files and Folders - MerfinSafe
File Help Contact

Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktof
Name - Size Name - Size
~ | Contracts
“ Client 425 Contract.doc 191 KB
*! Client 1255 Contract.docx 19 KB
! WJF Client Guide.docx 1.5MB
Finances
Bank Statements

Health Records
Authorization Forms

Lab Reports
~ | Taxes
“ 5-year-financial-plan.xlsx 149 KB
“ Cash Donations balance-sheet.x... 45 KB
“ Tax Write-Offs PL-statement.xlsx 53 KB
~ . YTD Projects

Client Project 7A
Client Project 16-A
Client Project 58
Client Project JKA-46
il == ! o) ol | 0|
g Left to Decrypt Files and Folde

rag Right to Encrypt Files and Folders

Exit
USB Drive E: 7572 MB free of 7636 MB total

Computer USB Secure Folder

Manage Files and Folders

The right-click menu can help you quickly manage and secure your data.
Using the right-click menu, you can ASBE-encrypt, decrypt, delete,
rename, and move your personal and business files and folders.

For example, this is the right-click menu to decrypt
a file or folder:

New Folder

Rename Folder
Move Files and Folders

©2016 MerlinCryption LLC. All rights reserved. 10
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4.1 ASBE-encrypt files and folders

Multiple-select files

You can ASBE-encrypt or decrypt multiple files and folders at the same time.
To select nonadjacent folders or files, select a single folder or file, and then hold down the
Ctrl key while clicking other files or folders that you want to select.

There are two simple ways to ASBE-encrypt files or folders from your computer, to the
Secure Folder: (1) drag and drop, or (2) right-click. Choose whichever way you prefer.

Drag and drop encrypt

|| 1) Drag one or more files or folders into the Secure Folder: USB -
(Protected Files) rightmost panel.

2) Drop your files here to automatically encrypt with ASBE.

File Help Contact

Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Taxes
Name - Size = Name - Size
~ = Desktop

~ | Contracts

“ Client 425 Contract.d: 191 KB i
S Ci:z:t 1255 ggntaract.gcocx 19 KB Toe ncryptl d rag ﬂles

« WF Client Guide.docx 1.5 MB or folders into the
» | Bank Statements Secure Folder

~ | Health Records
* | Authorization Forms
» | Lab Reports

The Secure Folder
“ S-year-financial-plan.xisx 149 KB

I Cash Donations balance-sheet.x... 45KB is the rlg htmost

) YTTI;);’ygjrtl:cet;Oﬁs PL-statement.xlsx 53 KB panel Of the Encrypt
» I Client Project 7A =

% Cliant Projact 16 Files and Folders

* | Client Project 58 .
» 1 Client Project JKA-46 window.

r . . Jﬂil t nd Fold ! =

yrag Right to Encrypt Fil

Exit
USB Drive E: 7572 MB free of 7636 MB total

Right-click encrypt

Another way you can encrypt files and folders is with the right-click menu.
1) Select the files or folders you want to encrypt.

I
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Taxes
Name ~ Size = Name = Size
~ ® Desktop
Select the - I Contracts
“ Client 425 Contract.doc 191 KB
folders or « Client 1255 Contract.docx 19 KB
. 1 WJF Client Guide.docx 1.5 MB
files you
» | Bank Statements
want to ~ | Health Records
» | Authorization Forms
encrypt. » 1 Lab Reﬁrb‘
“ 5-year-financial-plan.xlsx 149 KB
“ Cash Donations balance-sheet.x... 45 KB
“ Tax Write-Offs PL-statement.xlsx 53 KB
~ | YTD Projects

©2016 MerlinCryption LLC. All rights reserved. 11
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2) Right-click the selected files or folders, and then click Encrypt.

ol
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Finances
Name ~ Size =l Name ~ Size
~ m Desktop
~ I Contracts

After you select “ Client 425 Contract.doc 191 KB

i *: Client 1255 Contract.docx 19 KB
the ﬁles (:’r ‘b WIF Client Guide.docx 1.5 MB
folders, right-

. nkst Encrypt

click, and then * | Health Re Delete Securely
click Encrypt. ) Authorl New Folder

» | Lab Rej
R Renome Foder

! 5-year- Move Files and Folders 149 KB
“ Cash Donations balance-sheet.x... 45KB |

The folders and their files are automatically ASBE-encrypted, and then
safely stored in the Secure Folder.

Locate ASBE-encrypted files

To view the contents of a folder, click the folder arrow to display the list of subfolders and
files.

loix|
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Taxes
Name - Size =
~ m Desktop '~ . Finances
~ | Contracts ~ | Bank Statements
* Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE
* Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE
. WIF Client Guide.docx 1.5 MB Merger Valuation.xls.ASBE
~ ¥ Finances

» | Bank Statements * | Authorization Forms
Health Records
* 1 Authorization Forms

'~ | Taxes

» | Lab Reports S-year-financial-plan.xlsx.ASBE 149 KB
~ ) Taxes Cash Donations balance-sheet.xIsx.ASBE 46 KB
“ 5-year-financial-plan.xlsx 149 KB Tax Write-Offs PL-statement.xIsx.ASBE 53 KB,

“: Cash Donations balance-sheet.x... 45KB |

In the USB Secure Folder, an “*. ASBE” file extension is added to encrypted files which
indicates that the files have been ASBE-encrypted.

USB - Protected Files

Name ~ Size
~ . Finances
~ | Bank Statements

Cash Flow.xls.ASBE 27 KB
Equity Analysis.xls. . 42 KB
Merger Valuation.xI§.ASBE 41 KB

~ | Health Records

The “.ASBE” file extension is added to all ASBE-encrypted files.

©2016 MerlinCryption LLC. All rights reserved. 12
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Locate the source files

When you drag and drop or right-click to encrypt files or folders, a “copy” of each file
and folder is ASBE-encrypted. These ASBE-encrypted “copies” are protected within the
Secure Folder on the USB, in the right panel.

~iolx]
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop
Name ~ Size =l Name - Size
~ = Desktop ~ | Finances =
~ | Contracts ~ | Bank Statements " ”
% Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB A “co py of each
* Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE 42 KB -
« WJF Client Guide.docx 1.5 MB Merger Valuation.xls.ASBE 41KB source file or
~ | Finances ~ | Health Records folder is ASBE-
* | Bank Statements ~ | Authorization Forms .
~ | Health Records Signed_Consent_Form.docx.ASBE H encrypted, and is
* | Authorization Forms Signed Privacy Form.docx.ASBE 101 KB stored on the
* | Lab Reports * | Lab Reports .
~ | Taxes | Taxes USB in the
. 5-year-financial-plan.xisx 149 KB S-year-financial-plan.xlsx.ASBE 149 KB
%! Cash Donations balance-sheet.x... 45KB Cash Donations balance-sheet.xIsx.ASBE 46 KB Secure Folder.
“ Tax Write-Offs PL-statement.xlsx 53 KB Tax Write-Offs PL-statement.xIsx.ASBE 53 KB
~ | YTD Projects -

Client Project 7A
Client Project 16-A
Client Project 58
Client Project JKA-46

4 I,i;[d‘l =]

rag Right to Encrypt Files and Folders Drag Left to Deayp

Files and Folders
Exit
USB Drive E: 7571 MB free of 7636 MB total

The “source” files or folders, remain in the original location, in the unprotected left panel
on the computer. As you manage the security of your confidential data, you can choose
to keep the “source” files on your computer, or to delete them, after you have ASBE-
encrypted the “copies” and safely stored them in the Secure Folder.

_iolx]

File Help Contact

Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop
Name - Size =l Name - Size
' Desktop ~ | Finances
~ | Contracts ~ | Bank Statements
“ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
* Client 1255 Contract.docx 19KB Equity Analysis.x|s.ASBE 42 KB
“: WJF Client Guide.docx 1.5MB Merger Valuation.x|s.ASBE 41 KB
~ | Finances ~ | Health Records
» | Bank Statements ~ | Authorization Forms
E,aCh source ~ | Health Records Signed_Consent_Form.docx.ASBE 92 KB
file or folder » | Authorization Forms Signed Privacy Form.docx.ASBE 101 KB
remains in * | Lab Reports » | Lab Reports
. ~ | Taxes ~ | Taxes
the original <. 5-year-financial-plan.xisx 149 KB 5-year-financial-plan.xisx.ASBE 149 KB
location % Cash Donations balance-sheet.x... 45 KB Cash Donations balance-sheet.xIsx.ASBE 46 KB
“ Tax Write-Offs PL-statement.xlsx 53 KB Tax Write-Offs PL-statement.xIsx.ASBE 53 KB
~ © YTD Projects
» 1 Client Project 7A
» | Client Project 16-A
* 1 Client Project 58
* 1 Client Project JKA-46 o
o - S | [ ;IJ i e

yrag Right to Encrypt Files and Folders )rag Left to Decrypt Files and Folders
_ Exit
USB Drive E: 7571 MB free of 7636 MB total

©2016 MerlinCryption LLC. All rights reserved. 13
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4.2 Delete files and folders securely

For optimal security, you can securely erase any ASBE-encrypted file or folder in the
Secure Folder on the USB. You can also securely erase any unprotected file or folder
on your computer in left panel. To securely erase your data, select the files or folders
you want to delete, and then right-click, and select Delete Securely from the menu.

Delete Securely overwrites every byte five times before deleting a file so no trace
lingers on the computer.

After you have safely ASBE-encrypted specific important files and folders into the Secure
Tip Folder, remove or delete the “unprotected” source files and folders from your computer.
When you need a copy of the file or folder, simply decrypt it.

Delete folders

folder. Click the folder arrow to display the contents of the folder.

¥ Enaypt Files and Folders - MerfinSafe

File Help Contact

@ 1) Delete (or remove) all files contained in a folder, before you delete the

Computer (Unprotected Files)
C:\Users\User\Desktop

Before you delete Name - Size =
a folder, open the
folder to see if it ~ | Contracts
contains any files %1 Client 425 Contract.doc 191 KB
or subfolders. *1 Client 1255 Contract.docx 19 KB

*1 WIF Client Guide.docx 1.5MB
Click the folder * | Finances
arrow to display L._> » | Bank Statements
the contents of * | Health Records
the folder.

2) Select all the files contained in the folder.

Computer (Unprotected Files)
C:\Users\User\Desktop\Finances\Bank Statements

Name - Size =
~ = Desktop
* | Contracts

“ Client 425 Contract.doc 191 KB

* Client 1255 Contract.docx 19 KB
In the folder you . WIF Client Guide.docx 1.5MB
want to delete, ~ | Finances
select all the files ; ~ | Bank Statements
contained in the # Cash Flow.xls

folder. @ Equity Analysis.xls
@ Merger Valuation.xls
» | Health Records

©2016 MerlinCryption LLC. All rights reserved. 14
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3) Right-click the selected files, and then click Delete Securely.

< Encrypt Files and Folders - MerfinSafe

File Help Contact

Computer (Unprotected Files)

C:\Users\User\Desktop\Finances\Bank Statements

Name
~ ™ Desktop

~ | Contracts
“ Client 425 Contract.doc
*! Client 1255 Contract.docx
! WJF Client Guide.docx

~ | Finances

~ | Bank Statements

- Size =

191 KB
19KB
1.5MB

@ Cash Flow.xls

. 5 E t .
% Equity Analysiqille | Click Delete
L EEALNEN Delete Securely Securely
* | Health Records I '
» | Authorization For e
» | Lab Reports Rename Folder
» | Taxes Move Files and Folders
* | YTD Projects

4) When you receive the “Securely deleting a file will permanently remove
the file” message, click Yes, if you only want to delete one file. Or, if
you want to delete multiple files at the same time, click Yes to All.

¥ Confirm Delete Securely 3

2 r) Securely deleting a file will permanently
remove the file.

x|

Are you sure you want to permanently remove:
C:\Users\User\Desktop\Finances\Bank
Statements\Merger Valuation.xls

Click YES to All to securely
delete multiple files at the

Yes to All same time.

Yes No No to All

5) After the files are securely deleted, the folder is empty and ready to
delete. Select the (empty) folder you want to delete.

Computer (Unprotected Files)
C:\Users\User\Desktop\Finances\Bank Statements
Name - Size B
~ = Desktop
~ | Contracts
“ Client 425 Contract.doc 191 KB
* Client 1255 Contract.docx 19 KB
«. WJF Client Guide.docx 1.5MB
Select the empty - Finances
folder. B Bank Statements
~ | Health Records
©2016 MerlinCryption LLC. All rights reserved. 15
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6) Right-click the empty folder, and then click Delete Securely.

@ Encrypt Files and Folders - MerfinSafe

File Help Contact

Computer (Unprotected Files)
C:\Users\User\Desktop\Finances\Bank Statements

Name ) - Size E
~ = Desktop
~ | Contracts
“ Client 425 Contract.doc 191 KB
“ Client 1255 Contract.docx 19KB
“* WIF Client Guide.docx 1.5MB
~ | Finances
~ | Health Records ncrypt
* | Authorization Forr Delete Securely
* | Lab Reports New Folder
~ | Taxes
*, S5-year-financial-p Rename Folder
“: Cash Donations b Move Files and Folders
“ Tax Write-Offs PL-
~ | YTD Projects

|A Click Delete
Securely.

The empty folder is securely deleted.

@ Encrypt Fes and Folders - MerfinSafe iy -IDlﬁl
File Help Contact

Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Finances

Name ~ Size = Name -~ Size
~ = Desktop ~ | Finances
. ~ | Contracts ~ | Bank Statements
The folder is = Client 425 Contract.doc 191 kB Cash Flow.xls.ASBE 27 kB
deleted, and * Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE 42 KB
does not * WIF Client Guide.docx 1.5 MB Merger Valuation.xls.ASBE 41 KB
 Finances ~ | Health Records
display in _K\ ~ | Health Records » 1 Authorization Forms
[ » | Authorization Forms * | Lab Reports
the list of » & b Revorts B T
folders. ~ | Taxes S-year-financial-plan.xlsx.ASBE 149 KB
. 5-year-financial-plan.xisx 149 KB Cash Donations balance-sheet.xIsx.ASBE 46 KB
%! Cash Donations balance-sheet.x... 45 KB Tax Write-Offs PL-statement.xIsx.ASBE S3KB
“: Tax Write-Offs PL-statement.xlsx 53 KB
~ 1 YTD Projects
* | Client Project 7A
» 1 Client Project 16-A
» 1 Client Project 58
» . Client Project JKA-46
* | z_Projects
| i ¥ it S RS | ST 4 | i |

Drag Right to Encrypt Files and Folders Drag Left to Decrypt Files and Folders

Exit
USB Drive E: 7571 MB free of 7636 MB total

©2016 MerlinCryption LLC. All rights reserved. 16
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4.3 Decrypt files and folders

Decrypt files from the Secure Folder with drag and drop or use the right-click menu.

Choose whichever method you prefer, to decrypt files or folders from the Secure
Folder, to your computer. To decrypt, use: (1) drag and drop, or (2) right-click.

Drag and drop decrypt

|| 1) Before you begin to decrypt your data, first select a destination folder.

2) To decrypt folders or files, drag one or more files or folders into the
Computer (Unprotected Files) leftmost panel.

3) Drop your files or folders into the destination folder to automatically

decrypt them.
@ Encrypt Fles and Folders - MerfinSafe Ty (=] 3]
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Finances .\Finances\Bank Statements
Name - Size =l Name - Size
~ ® Desktop ~ | Finances
) ~ | Contracts ~ I Bank Statements
FI rSt, % Client 425 Contract.doc 91 KB Cash Flow.xls.ASBE 27 KB
* Client 1255 Contract.docx Analysis.xls.ASBE 42 KB
SeleCt a “: WIF Client Guide.docx r Valuation.xls.ASBE 41 KB
. . ords
de5t| nat| on ~ | Health Records ation Forms
Authorization Forms rts
folder. b R
~ | Taxes S-year-financial-plan.xisx.ASBE 149 KB
. S-year-financial-plan.xlsx 149 KB Cash Donations balance-sheet.xIsx.ASBE 46 KB
“: Cash Donations balance-sheet.x... 45 KB Tax Write-Offs PL-statement.xlsx.ASBE S3 KB
“ Tax Write-Offs PL-statement.xlsx 53 KB
~ | YTD Projects
Client Project 7A
Client Project 16-A
Client Project 58
~ 1 Client Project JKA-46
“1 JKA-46 Project Plan.xls 163 KB _
il = | | ol
Exit

Right-click decrypt

USB Drive E: 7571 MB free of 7636 MB total

Select one
or more
files to
decrypt.

Drag the
selected files
or folders into
a destination
folder in the
leftmost
panel.

You can decrypt one or more files and folders with the right-click menu.

1) Select a folder as the destination for your decrypted files and folders

In the =iolx]

|eftmOSt File Help Contact

panel, Computer (Unprotected Files) USB - Protected Files

se | ect a C:\Users\User\Desktop\Finances .\Finances\Bank Statements

H H Name ~ Size =l Name - Size
destination ~ = Desktop - Finances ;: |
~ | Contracts ~ ) Bank Statements

fOIder on “ Client 425 Contract.doc 191 KB Cash Flow.xIs.ASBE 27 KB

your “ Client 1255 Contract.docx 19KB Equity Analysis.xls.ASBE 42KB
Merger Valuation.x|s.ASBE 41 KB

Authorization Forms
Lab Reports
~ | Taxes

* WJF Client Guide.docx 1.5 MB
computer. .
~ | Health Records 4
»

Health Records
Authorization Forms
Lab Reports

~ | Taxes

S-year-financial-plan.xIsx.ASBE 149 KB

In the Secure
Folder on the
USB, select
one or more
files or folders
to decrypt.

©2016 MerlinCryption LLC. All rights reserved.
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2) Right-click the selected files and folders, and then click Decrypt.

© Encrypt Files and Folders - MerinSafe T =1a]2

File Help Contact

Computer (Unprotected Files) USB - Protected Files

C:\Users\User\Desktop\Finances .\Finances\Bank Statements
Neme - Size =l Name - Size Right-click,
~ ® Desktop ~ | Finances P
- ¥ Contracts and then
“ Client 425 Contract.doc 191 KB Cash Flow.xis.A: Decrypt click
“ Client 1255 Contract.docx 19KB Equity Analysis. Delete Securely 42 KB
“: WIF Client Guide.docx 1.5MB Merger Valuatio new Folder 41 KB Decrypt.
) Finances ~ | Health Records
~ | Health Records » 1 Authorization Forr Rename Folder
» | Authorization Forms * . Lab Reports Move Files and Folders
» | Lab Reports ~ | Taxes
~ | Taxes S-year-financial-plan.xisx.ASBE 149 KB

The selected folder and files are decrypted, and are located in the destination folder on
the computer. These decrypted files and folders reside with the other unprotected data
on the computer, in the leftmost panel of the Encrypt Files and Folders window.

(@ Encrypt e and Fosders merinsote ~loixi
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Finances .\Finances\Bank Statements
Name - Size =l Name - Size
~ = Desktop ~ | Finances
The folder, ~ | Contracts ~ I Bank Statements
d the fil “ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
an € riles « Client 1255 Contract.docx 19KB Equity Analysis.xls.ASBE 42KB
it contains, *: WIF Client Guide.docx 1.5MB Merger Valuation.x|s.ASBE 41 KB
~ | Finances ~ | Health Records
are ~ | Bank Statements * | Authorization Forms
decrypted, %1 Cash Flow.xls 27 KB * | Lab Reports
. *1 Equity Analysis.xls 42KB | ~ I Taxes
and are in %1 Merger Valuation.xls 40 KB S-year-financial-plan.xlsx.ASBE 149 KB
their new ~ | Health Records Cash Donations balance-sheet.xIsx.ASBE 46 KB
. . » | Authorization Forms Tax Write-Offs PL-statement.xlsx.ASBE S3 KB
location in » & Lab Reports
the ~ | Taxes
. . * 5-year-financial-plan.xlsx 149 KB
destination *: Cash Donations balance-sheet.x... 45 KB
folder. “ Tax Write-Offs PL-statement.xlsx 53 KB
~ . YTD Projects
» | Client Project 7A g
| St it | ;I_I 4 | |
Drag Right to Encrypt Files and Folders Drag Left to Dearypt Files and Folders
Exit

USB Drive E: 7571 MB free of 76367MB total

©2016 MerlinCryption LLC. All rights reserved. 18
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You can view the path of the “last selected folder” displayed in the upper area of the
leftmost panel. The leftmost panel shows the unprotected files on the computer.

) © Encrypt Files and Folders - MerfinSafe . o [=] 3|
View the path of | 1ep contact
he "l
;etlaect?esdt folder” Computer (Unprotected Files) USB - Protected Files
. L 4 C:\Users\User\Desktop\Finances .\Finances\Bank Statements
displayed in the - - = -
ame ~ Size = Name - Size
upper area of ~ = Desktop ~ | Finances
the computer ~ | Contracts ~ ¥ Bank Statements
anel on the “ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
p . * Client 1255 Contract.docx 19 KB Equity Analysis.x|s.ASBE 42 KB
leftmost side of “ WJF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
~ | Finances ~ | Health Records
tl’]e Encrypt ~ | Bank Statements * | Authorization Forms
Files and *: Cash Flow.xls 27 KB » | Lab Reports
*1 Equity Analysis.xls 42KB | ~ ' Taxes
Folders “1 Merger Valuation.xls 40 KB S-year-financial-plan.xisx.ASBE 149 KB
window. ~ | Health Records Cash Donations balance-sheet.xIsx.ASBE 46 KB
* | Authorization Forms Tax Write-Offs PL-statement.xIsx.ASBE 53 KB
» | Lab Reports
v | Taxes
“: 5-year-financial-plan.xlsx 149 KB
“ Cash Donations balance-sheet.x... 45 KB
* Tax Write-Offs PL-statement.xlsx 53 KB
~ | YTD Projects
» o Client Project 7A -
J i S A | _.r] - | if
Drag Right to Encrypt Files and Folders Drag Left to Decrypt Files and Folders
Bt
USB Drive E: 7571 MB free of 7636 MB total

The size of the free space available on the VERBATIM USB, along with the total storage
capacity of the USB, is displayed in the lower area, under the rightmost panel in the
Encrypt Files and Folders window.

[© e vt e and otders mermswe ~lolx]
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Finances .\Finances\Bank Statements
Name - Size = Name - Size
~ = Desktop ~ | Finances
* 1 Contracts ~ 4 Bank Statements
* Client 425 Contract.doc 191 KB Cash Flow.xIs.ASBE 27 KB
* Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE 42 KB
*: WJF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
~ 1 Finances ~ | Health Records
~ | Bank Statements * | Authorization Forms
%) Cash Flow.xls 27 KB * | Lab Reports
%) Equity Analysis.xls 42KB | ~  Taxes
%) Merger Valuation.xls 40 KB S-year-financial-plan.xlsx.ASBE 149 KB
~ 1 Health Records Cash Donations balance-sheet.xIsx.ASBE 46 KB
* | Authorization Forms Tax Write-Offs PL-statement.xIsx.ASBE 53 KB
» | Lab Reports
~ | Taxes
“. S5-year-financial-plan.xlsx 149 KB
£ Cash Donations balance-sheet.x... 45KB
£ Tax Write-Offs PL-statement.xlsx 53 KB
~ 1 YTD Projects
» 1 Client Project 7A U
| S I ,.-IJ-I |
ag Right to Encrypt Files and Folders ag Left to Decrypt Files and Folders
Exit
USB Drive E: 7571 MB free of 7636 MB total

The size of the free space available on the VERBATIM USB, and
the total storage capacity of the USB, is displayed in the lower
right corner of the Encrypt Files and Folders window.

©2016 MerlinCryption LLC. All rights reserved. 19
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4.4 Rename a folder
In the Encrypt Files and Folders window, using the right-click menu, you
can rename a folder in either the leftmost computer panel, or the rightmost
USB panel.

1) Select the folder that you want to rename.

[0 cocrpt e and otgers wermowe -iolx]
File Help Contact
Computer (Unprotected Files) USB - Protected Files
Select C:\Users\User\Desktop\Contracts .\Finances\Bank Statements
the Name ~ Size =l Name - Size
folder ~ = Deskto ~ | Finances
__;m&_ - 4 Bank Statements
that you = Client 425 Contract.doc 191 KB Cash Flow.xls. ASBE 27KB
want to * Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE 42 KB
1 WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
rename. ~ | Finances ~ | Health Records
~ | Bank Statements * | Authorization Forms
* Cash Flow.xls 27 KB * | Lab Reports
% Equity Analysis.xls 42KB | ~ I Taxes
*! Merger Valuation.xls 40 KB S-year-financial-plan.xlsx.ASBE 149 KB
~ | Health Records Cash Donations balance-sheet.xIsx.ASBE 46 KB
2) Right-click the selected folder, and then click Rename Folder.
-lolx]
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Contracts .\Finances\Bank Statements
Name ~ Size = Name ~ Size
~ ® Desktoj ~ I Finances
. . _ ~ I Bank Statements
Right-click % Client 4; E“CI’YP‘ | 1191 KB Cash Flow.xls.ASBE 27KB
* Client 1; Delete Securely | 19k8B Equity Analysis.xls.ASBE 42 KB
the selected “ WIF Clie  New Folder |1.5MB Merger Valuation.xls.ASBE 41 KB
folder, and * | Financ * | Health Records
then click Rename Folder » | Authorization Forms
i Cash | Move Files and Folders 27 KB » | Lab Reports
Rename * Equity Analysis.xIs 42KB | ~ | Taxes
Folder *1 Merger Valuation.xls 40 KB S-year-financial-plan.xIsx.ASBE 149 KB

~ | Health Records Cash Donations balance-sheet.xIsx.ASBE 46 KB

3) Type the new name for the folder, and then click OK.
2]

Type the new Folder:

name for the —> Customer Projects|
folder, and
then click H OK Cancel

OK.
© Enaypt Files and Folders - MerfinSafe _I 8] x|
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Customer Projects
The Name - Size =l Name - Size
renamed ~ m Desktol ~ | Finances
folder ..hﬁm_ ~ 1 Bank Statements
* Client 425 Contract.doc 191 KB Cash Flow.xIs.ASBE 27 KB
displays in « Client 1255 Contract.docx 19k8 Equity Analysis.xls.ASBE 42K8
) “1 WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
the list. ~ | Finances ~ | Health Records
~ | Bank Statements * | Authorization Forms
“! Cash Flow.xIs 27 KB » | Lab Reports
“1 Equity Analysis.xls 42KB | ~ I Taxes
*1 Merger Valuation.xls 40 KB S-year-financial-plan.xlsx.ASBE 149 KB
~ | Health Records Cash Donations balance-sheet.xIsx.ASBE 46 KB

©2016 MerlinCryption LLC. All rights reserved. 20
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45 Create afolder

To help you organize your files and folders in the Encrypt Files and

Folders window, with the right-click menu, you can create a folder on the
computer or the USB.

1) Before you begin to create a folder, first select a destination folder.

_lsix
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Customer Projects .\Health Records
Name - Size = Name - Size
~ ™ Desktop ~ | Finances
~ ¥ Customer Projects ~ | Bank Statements
“ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
* Client 1255 Contract.docx 19KB Equity Analysis.x|s.ASBE 42 KB Se|ect a
1 WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE i . .
~ | Finances B Health Records destination
~ | Bank Statements * | Authorization Forms
+ Cash Flow.xls 27KB | LabReports folder.
%1 Equity Analysis.xls 42 KB I ~ | Taxes
2) Right-click the destination folder, and then click New Folder.
@ Encrypt Fies and Folders - MerinSafe BT =1l x|
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop\Customer Projects .\Health Records
Name ~ Size =l Name ~ Size
~ ® Desktop ~ | Finances
~ I Customer Projects ~ | Bank Statements
“: Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
“ Client 1255 Contract.docx 19KB Equity Analysis.xls.ASBE 42 KB
1 WJF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
~ | Finances . .
* | Bank Statements » 1 Authorization Decrypt Ri g ht-click ’
% Cash Flow.xls 27 KB * | LabReports Delete Securely
“1 Equity Analysis.xls 42KB | ~ | Taxes New Folder a nd th en
% Merger Valuation.xls 40 KB 5-year-financi CI ic k New
~ | Health Records Cash Donatio Rename Folder
» 1 Authorization Forms Tax Write-Off: Move Files and Folders Folder.
» | Lab Reports e
~ | Taxes

3) Type the name for the new folder, and then click OK.

© coterrolter AR I

Enter name Type the
name for the

Patient Records| s new folder,

and then click

OK Cancel OK.
[0 et androers merinsale
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop
Name ~ Size =l Name
~ m Desktop ~ | Finances
~ | Customer Projects ~ | Bank Statements
“ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE The new
* Client 1255 Contract.docx 19KB Equity Analysis.xls.ASBE folder is
* WJF Client Guide.docx 1.5MB Merger Valuation.x|s.ASBE 3
- | Finences located in the
~ | Bank Statements * | Authorization Forms . .
+: Cash Flow.xls 27KB | * i Lab Reports destination
*1 Equity Analysis.xls 42 KB » | Patient Records
*1 Merger Valuation.xls 40KB | ~ I Taxes fO I d er.

©2016 MerlinCryption LLC. All rights reserved. 21
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4.6 Move files and folders

You can move files and folders using the right-click menu, in either the
Secure Folder on the USB, or in the leftmost panel on the computer.

1) Select one or more files or folders you want to move to a different
location. (For example, move the Taxes folder into the Finances folder.)

=lolx|
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop \Taxes
Name ~ Size =1 Name ~ Size
~ m Desktop ~ I Finances
~ | Customer Projects ~ | Bank Statements
“ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
* Client 1255 Contract.docx 19KB Equity Analysis.xls.ASBE 42 KB
* WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
~ | Finances ~ | Health Records
~ | Bank Statements » 1 Authorization Forms Se | ect one or
4 Cash Flow.xIs 27 KB * | Lab Reports
“ Equity Analysis.xls 42 KB » | Patient Records : I more fO I d ers
41 Merger Valuation.xls 40 KB .
~ | Health Records 5-year-financial-plan.xlsx.ASBE 49 KB or ﬂ | es fO r th e
» 1 Authorization Forms Cash Donations balance-sheet.xIsx.ASBE 46 KB/
Lab Reports Tax Write-Offs PL-statement.xIsx.ASBE 53 KB move.
~ | Taxes

2) Right-click the folder you want to move, and then click Move Files and

iolx
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop \Taxes
Name - Size = Name - Size
~ ® Desktop ~ I Finances
~ | Customer Projects ~ I Bank Statements
“: Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 KB
* Client 1255 Contract.docx 19KB Equity Analysis.xls.ASBE 42 KB
1 WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
~ I Finances ~ | Health Records
~ & Bank Statements * ) Authorization Forms
%) Cash Flow.xls 27KB * 1 Lab Reports . .
* Equity Analysis.xls 42 KB » | Patient Records R| g h t- C | IC k t h e
%) Merger Valuation.xls 40 KB Dectypk f | h
~ | Health Records S-yez 149 KB
* 1 Authorization Forms Cash Delete Securely \ASBE 46 KB o d e rl an d t en
Bl TaxV. New Folder pec sk | click Move Files
“. 5-year-financial-plan.xlsx 149 KB Rename Folder
% Cash Donations balance-sheet.x... 45 KB Move Files and Folders a nd Fo Ide rs.
“ Tax Write-Offs PL-statement.xlsx 53 KB

3) Inthe Choose destination folder window, select a “destination
folder,” and then click the Select Folder button.

T e ——— lolx
= x| In the
®,8) ~ Computer v VERBATIM (E:) ~ System_DoNotEnter v SecureFokder] v ~ {83 [ search secureFoidert vl Choose
Organze v New folder =~ @ \Taxes destination
B Desktop Al Name - | Date modted | Type |see 4 |
i E_ﬂm folder
% Recent Plac .
e Health Records 1/26/2016 10:00 AM i folder win d ow ’
L Ubranes ). Taxes 1/26/2016 10:02 AM  Fie foider 27 KB
e 7K | select the
$ mee 48 | destination
&, Ptures
& videos folder
+% Homegroup
& Computer 149 KB
& 05(C) A BE 46 KB
« VERBATIM (€3) 3 53 KB
B |
Folder: | Finances

Click Select
%h—d Folder.

& St S e ,i,;l_‘ld i 1}

 Bxit
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The folder, and the files it contains, is relocated to the destination folder.

=Tk
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop .\Finances\Taxes
Name - Size = Name - Size
~ = Desktop ~ . Finances
Customer Projects ~ | Bank Statements
“ Client 425 Contract.doc 191 KB Cash Flow.xls.ASBE 27 kB The folder
* Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE 42 KB is relocated
“* WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
- 1 Finances IR | to the
~ | Bank Statements S-year-financial-plan.xlsx.ASBE 149 KB i i
*! Cash Flow.xls 27 KB Cash Donations balance-sheet.xlsx.ASBE 46 KB destination
*1 Equity Analysis.xls 42 KB Tax Write-Offs PL-statement.xlsx.ASBE 53 KB folder.
%1 Merger Valuation.xls 40KB | ~ © Health Records
~ | Health Records * | Authorization Forms
Authorization Forms * | Lab Reports
» | Lab Reports » | Patient Records
Taxes

Secure Folder timeout

Ten
minute
timeout

For your protection, once you have authenticated to the Secure Folder
with your password, MerlinSafe automatically closes the Encrypt Files
and Folders window, after ten minutes of inactivity in the Secure Folder.
The Enter Password window displays to prevent unauthorized access to
your ASBE-encrypted data.

Exit MerlinSafe

When you exit the Secure Folder, you are leaving your files and
programs safely ASBE encrypted. Click the Exit button to close the
Secure Folder, and then exit MerlinSafe.

=k
File Help Contact
Computer (Unprotected Files) USB - Protected Files
C:\Users\User\Desktop .\Finances\Taxes
Name - Size =l Name ~ Size
Desktop ~ + Finances
Customer Projects ~ | Bank Statements
“ Client 425 Contract.doc 191 KB Cash Flow.xIs.ASBE 27 KB
* Client 1255 Contract.docx 19 KB Equity Analysis.xls.ASBE 42 KB
“: WIF Client Guide.docx 1.5MB Merger Valuation.xls.ASBE 41 KB
Finances ~ | Taxes
~ | Bank Statements S-year-financial-plan.xlsx.ASBE 149 KB
% Cash Flow.xls 27 KB Cash Donations balance-sheet.xlsx.ASBE 46 KB
*1 Equity Analysis.xls 42 KB Tax Write-Offs PL-statement.xIsx.ASBE 53 KB
%! Merger Valuation.xls 40KB | v I Health Records
Health Records Authorization Forms
Authorization Forms Lab Reports
Lab Reports Patient Records
Taxes
“. S5-year-financial-plan.xlsx 149 KB
“. Cash Donations balance-sheet.x... 45 KB H H
“ Tax Write-Offs PL-statement.xlsx 53 KB Click Exit to
YTD Projects | h
Client Project 7A = close the
f S ! Pl I 2 Secure
Drag Left to Decarypt Files and Folders
“ ; ‘ o 4 Folder, and
Exit .
then exit
USB Drive E: 7571 MB free of 7636 MB total A
MerlinSafe.
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4.7 Enter an existing password to the Secure Folder

Once you have established your password, the next time you open MerlinSafe, a
Secure Sign In button displays in the Encrypt Files and Folders window.

~lslx]

File Help Contact

Click on a Sequence of Keys to Enter the Password

~lrle| 2| sl ~&]l x| _|l+
o2 3| 4|5|e6|7]8]9 = 1)1
allbllc|ldlle]| flgl]h i j k I Im| [ ] \

After a password is
established, for your
protection, the
password rules do not
display in the Enter
Password window.

Once a password exists,

H the Secure Sign In

button displays.

1) Click the keys on the “virtual keyboard” to enter the password that you

previously established.

_islx]

File Help Contact

Click on a Sequence of Keys to Enter the Password

miltle|l 2] sl A&l x| cl)]l_|+
ol2|2]3|4]s5|6|z2|8]?9 = LU0
allbjlc|lldllell fllgllh i j k I Im| [ ] \

Click the
characters on
the “virtual
keyboard” to
enter your
password.

Click Secure
Sign In.

2) To authenticate to the Secure Folder, click Secure Sign In.

©2016 MerlinCryption LLC. All rights reserved.
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4.8 Reset the password

Locate help to reset a password

The Help menu shows you the steps to reset your password. Click the Help menu, and
then select Reset Password.

v Enter Password - MerfinSale
Help Contact

Click Help.
Create a Password
Encrypt files and folders
Decrypt files and folders  *
Delete securely
Rename a folder
Create a folder

::ove files anddfdders To view the steps in Help,
i il click Reset Password.
About MerlinSafe
Resetting the password deletes the existing password, and all
the files and folders are deleted from the Secure Folder.

To reset your password:

1) Before you reset the password, remove all important files from the
Secure Folder. (Quickly decrypting the files is a simple solution.)

2) In the Enter Password window, click the File menu, and then click
Reset Password.

v Enter Password - MerfinSale

Click File. H File Help Contact

Click Reset Password. I—> Reset Password

Exit

1. When you receive the “Changing the Password for the Secure Folder will
DELETE ALL FILES in the Secure Folder” message, click Yes.

x|

2 ) Changing the Password for the Secure Folder
will DELETE ALL FILES in the Secure Folder.

Are you sure you want to delete all files in the
Secure Folder?

Yes No

|

Click Yes.

©2016 MerlinCryption LLC. All rights reserved. 25
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To create a password:

File Help Contact

Click on a Sequence of Keys to Create the Password

Your Password Needs a

Special Character Number lowercase Letter = UPPERCASE Letter

19#5... 123...

t

t

=l8lx

Follow the password rules
displayed in the Enter
Password window.

1) Click the keys on the
“virtual keyboard” to
create a password.

“ 2) Click Create Password.

Reenter your password to confirm and authenticate to the Secure Folder.

® Enter Password - Merinsafe
File Help Contact

Reenter to Confirm Password

Your password meets the minimum strength requirements

~lrjl@f#|$|%)~
o252 3| 4 6
a cldle| flg

Reenter to confirm password

=18 ]

“ 3) Reenter your password.

H 4) Click Confirm Password.

©2016 MerlinCryption LLC. All rights reserved.
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5 Safely Remove Hardware

Before you unplug your Secure Pro ULTRA USB from the USB port of your computer,
you have to safely remove the device. Otherwise, you risk corrupting the data on your
USB Drive. A quick way to safely remove the USB is to use the Safely Remove
Hardware and Eject Media button on the Taskbar.

To safely remove the USB, on the Taskbar, click the Safely Remove Hardware and
Eject Media button.

o 210 @ W 1 ) SR

Click the Safely Remove
Hardware and Eject Media
button. -’
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Secure Pro ULTRA USB with MerlinSafe®
Frequently Asked Questions

Q1: If | forget my password, how do | resolve this?

Al-1: If there are no ASBE-encrypted files currently stored in the Secure Folder
on the VERBATIM flash drive, first, plug in the Secure Pro ULTRA USB into a
USB port on the host computer. Next, follow the steps listed below, to reset the
password, and then create a password to the Secure Folder.

Double-click the MerlinSafe.exe file in the root directory.

In the File menu, click Reset Password.
(This deletes the password. If you had files stored in the Secure Folder,
this reset also would delete those stored files.)

Click keys on the “virtual keyboard” to create a password.
Click Create Password.

Reenter the password, and then click Confirm Password to authenticate to
the Secure Folder.

In the Encrypt Files and Folders window, you can encrypt your important
files and safely store them in the Secure Folder.

A1-2: If ASBE-encrypted files are currently stored in the Secure Folder on the
VERBATIM flash drive, and the user forgets his or her password, the user will not
be able to decrypt those files.

The password to the Secure Folder needs a “reset.” To protect your data, a
reset deletes all the ASBE-encrypted files and folders stored in the Secure
Folder. Follow the steps in A1-1 to reset the password, and then create a
password.

Q2: What happens if a hacker tries a “Brute Force” attack on the Secure Folder?

A2: After ten “failed” password-entry attempts, MerlinSafe deletes all files in the
Secure Folder to prevent an unauthorized access of data.

The password is deleted.
All files previously stored in the Secure Folder are permanently deleted.

Follow the steps in A1-1 to create a new password to the Secure Folder.
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Q3: If I am using MerlinSafe on the VERBATIM USB, and a Name Error message
displays, how do | proceed?

A3: A name conflict can occur. Some characters allowed in file and folder names
on the Mac, are not allowed in file and folder names in Windows. The error
message displays the first invalid character.

A file or folder name in Windows cannot contain any of the following characters:
\/:*2" <>
1) Delete the invalid character in the file or folder name.

2) Or, change the invalid character to a valid character, in the file or folder
name.

Q4: If | see a Destination Path Is Too Long message while | am using MerlinSafe on
the VERBATIM USB, why does this happen?

A4: If a file name, and its full path, are over 256 characters long, the resulting
ASBE-encrypted file will exceed the Windows file name length limit.

The solution is: change the file name, or path, to a total length that is shorter than
256 characters.

Q5: How do | proceed if | see an Encrypt Failed warning while | am trying to encrypt a
file or folder to the Secure Folder in MerlinSafe?

A5: A few specific system files may trigger the Encrypt Failed warning, if the file
is already in use by your computer, and is not currently available to MerlinSafe.

Close the file that was open in another program, and then ASBE-encrypt the file
or folder.

Q6: If 1 get an Encrypt Failed or Decrypt Failed error message, what does this mean?

A6-1: Windows does not allow a user to “overwrite” files that are:

* in “protected” directories (folders), such as the root directory of the C drive
(C:\) and other directories, or

» designated by the operating system as “privileged” files, or
» already in use by another program.
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Encrypt files from “protected” folders:

= Within the “protected” folder on the computer, select the files you
want to encrypt.

= To encrypt, drag the selected files, from the left panel on your
computer, to the Secure Folder on the USB.

ASBE-encrypted files, cannot be decrypted to a “protected” folder.

= First, select an existing non-protected folder as the destination
folder on your computer, or create a new folder.

= To decrypt, drag selected files from the Secure Folder, to a non-
protected destination folder on your computer.

A6-2 In the left panel of the Encrypt Files and Folders window, a read-only
property may be set for the original source file on your computer. This source file
will have the original name of the file.

= First, turn off the read-only property for the source file.

o Locate the source file on your computer. Right-click the source file, and
click Properties.

o On the General tab, select the Read-only check box for the Attributes
option, and then click OK.

* You can replace the source file, with the decrypted (copy of the source) file
from the Secure Folder.

o Within the Secure Folder, select the (copy of the source) file you want
to decrypt.

o Drag the selected file from the Secure Folder, to the computer, where
the source file is located.

A6-3: If the file is a “system” file, you need to obtain administrator rights to the
file, before you can decrypt (overwrite) the file.

Note: Make sure you validate that there are no adverse consequences, if you
overwrite this specific system file.

Q7: | save my encrypted files to a different location before | reset my password. | reset
my password. Then, | create a password exactly the same as the previous one.
However, | am not able to decrypt those saved files. Why does this happen?

A7-1: For your protection, the ASBE encryption process is designed to ensure
that the encryption key is different every time you establish a new password,
even if the new password is the same as the previous one.
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A7-2: Before you reset your password, simply decrypt your important files to a
temporary location, while you create a new password. Then, encrypt the files with
the new password into the ASBE-protected Secure Folder.

Q8: When | attempt to delete a folder, and | right-click: Delete Securely, | get an alert
that tells me that the folder is not empty. But when | open the folder and look at its
contents, it appears empty - am | doing anything wrong?

A8: A folder can appear empty, and yet there can be hidden folders or files that
do not display.

Hidden files are generated two different ways.

1) In both Windows and Mac computers, a program can create hidden files
that are unknown to the user.

2) On a Mac, the Mac operating system creates hidden files known as
“‘metafiles.”

Knowledgeable IT support staff and system administrators can advise you if it is
safe to delete a specific hidden file.

The Windows and Macintosh operating systems each have a different way to
hide a file, folder, or drive.

Windows

In Windows, you can either view or hide a file, folder, or drive. After you insert the
USB, a Windows Explorer window automatically displays the drive letter
assigned to the USB, for example: Computer / VERBATIM (E:).

If you cannot view a file, folder, or drive in Windows:

1) After you insert the VERBATIM USB, the Windows Explorer window
opens, and then displays the drive letter assigned to the USB.

2) On the Tools menu, click Folder Options...,

3) Click the View tab.

4) Click the option: Show hidden files, folders, or drives.
Any formerly hidden files, folders, or drive letters, will now display.

Macintosh
In the Mac operating system (OS), a file or folder is hidden if its name begins with
a period (character), for example: .init_rc.
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To find a file or folder that is hidden on a Mac computer, you have to:
» go “below” the (easy-to-use) graphical user interface, and then

= access the Mac OS engine underneath, which is the (not as user-friendly)
command line interface of Unix.

All commands typed into the command line interface of Unix, are case sensitive,
and must be entered exactly, including any “spaces” that are a part of the
command.

To access Unix and the interior of the Mac operating system, you have to access
a program called Terminal. When you open a Terminal window, a Unix program
automatically runs that is named: bash. This program, bash, is what is called a
“shell” and it performs tasks like the Mac Finder. The bash program lets you
navigate through your hard drive, and see what is inside the folders and
documents.

If you cannot view a file, folder, or drive in the Mac operating system:
1) Click Launchpad on the Dock taskbar.
2) Click Other.

3) Click the Terminal app, to view the Terminal window entitled bash.

Type a command in the bash window, to navigate to the Secure Folder on the
VERBATIM USB. The command is case sensitive and includes a “space” after:
cd.

4. In the bash window, type:
cd /Volumes/VERBATIM/System_DoNotEnter/SecureFolderl
Then, press Return.

The next step in the bash window, is to navigate to the sub-folder you were
working in, when you received the error message.

First, type: cd (and then press the Spacebar). When you type the name of the
sub-folder, accurately follow the capitalization of your sub-folder name, exactly
as you have already named it.

For example: cd Finances.
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5. Type: cd (the name of your sub-folder), and then press Return.

In this example, Finances is the sub-folder, and the sub-folder name is
typed and capitalized exactly as the original sub-folder name.

The command: Is -a, generates a list of all the files and folders, including
hidden files, folders, and shortcut links. This command begins with a
lower case L: Is -a. Remember to type the “space” in the middle of this
command.

6. Type:ls-a
Then, press Return.
Any previously hidden files or folders, will now display, for example: .init_rc.

This (previously) hidden file, .init_rc, has a file name that begins with a
period.

The command: Is -a, generates and displays a list of files and folders
(including any hidden files and folders).

.. (Two dots) indicate a parent folder.
. (One dot) indicates the current folder.

Even if the folder is completely empty, a set (one and two dots) always
displays.

Macintosh and Windows
If you use the Secure Pro ULTRA USB on both a Mac and a Windows computer,
there may be Mac “metafiles” hidden in a folder.

= A Mac computer generates metafiles. A metafile contains information
about a file or folder for internal use by the Mac operating system. The
metafile name begins with a period, underscore, for example: ._(followed
by the associated name of the file or folder). Since a metafile name begins
with a period, metafiles are hidden.

= |n Windows, if you attempt to delete a file or folder in MerlinSafe, that was
originally created on a Mac, the associated metafile may still be present
but not visible, because a metafile is hidden and does not display.

= |t is safe to delete a metafile, because Windows does not use them, and
the Mac automatically recreates them, if needed.
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Q9: If I copy all the files and folders, and the MerlinSafe program, from the Secure Pro
ULTRA USB, to a different computer hard drive, external hard drive, or another USB, for
a backup, the MerlinSafe program does not run. Why does this happen?

A9: For your protection, your version of the MerlinSafe program only runs on the
specific VERBATIM USB you have purchased.
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